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1. Introduction

iData EAC Toolkit 4000 provides an application program interface to perform common tasks of
Enrollment and Identification. This encapsulates cals to different components involved in
Enrollment and Identification process. These APIs will alow any external application to integrate
and interact with the current IrisAccess system.

This manua explains the various sample applications available with the iData EAC Toolkit 4000
software. It is assumed that the user has read through the User Manua shipped with iData EAC
Toolkit 4000 for detailed description of functionality provided by each API.

The sample programs - Sample VB, Sample CSharp and Sample VC - provided with iData

EAC Toolkit 4000 describe the usage of the API from different programming languages. It is
strongly recommended to follow the sample programs for your application program.

2. Pre—Requisites

Pentium compatible PC must have Net framework v1.1.4222 or higher.
EAC Software version 3.00
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3. Overview

iData EAC Tooalkit 4000 connects to IrisServer on the IrisEnroll port. Hence only one instance of
IrisEnroll should be configured with the IrisManager with correct values. The steps to configure
IrisEnroll with IrisManager are:
1. Execute IrisManager application supplied with EAC Software V3.00 and above.
2. Click on “Creation” menu and then click on “IrisEnroll” menu item.
3. Once the Program Management window opens in “IrisEnroll” mode, click on the “New”
button to register an IrisEnroll on the machine.
4. Fill the Name, IP Address of the machine where the sample application will run, Security
I d using which the IrisEnroll client will be recognized by the I risSer ver.
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Figure 1 —New registration of IrisEnroll
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Once IrisEnroll is configured, sample application can be executed to test APIs. To use EnrollUser
API, it isrequired a RemoteGroup and TimeGroup named “All” in the IrisManager otherwise this
API will fail. Configuring at least one remote unit in the IrisManager will create RemoteGroup and
TimeGroup with “All” value.

It should be noted that only one IrisEnroll instance could be registered with the IrisManager from a
particular 1P address. If your machine (IP address) has aready been configured for an IrisEnrall
client with lrisManager, adl sample applications can make use of the same registration details.

Supply the same Security Id used for registering the IrisEnroll when connecting to the IrisServer
using the sample applications.

The iData EAC Toolkit 4000 consists of two interfaces namely, |EacApi and |EacApiEvents. While
IEacApi contains methods to connect to IrisServer and performs enrollment or identification,
|EacApiEvents interface contains event handlers for the events raised by the API. The samples
documented in the manual not only display the use of each API but aso handle the events raised by
the API to demonstrate the use of these events.
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4. Samples

This section describes the various samples provided with iData EAC Toolkit 4000 and also stepsto
implement clients in commonly used languages namely C#, VB and VC++. For every language
described here, the description consists of language specific steps that should be performed while
developing a client application for iData EAC Toolkit 4000. Please refer the samples shipped with
iData EAC Toolkit 4000 software for information on how each client is implemented.

Figure 2illustrates the Ul that is displayed on executing Sample_Csharp. Ul for Sample VB and
Sample_VC are similar to that of Sample_CSharp. Most of the buttons on the Ul represents an API
call. Event handlers for each of these contain code for the making a call to the corresponding API.
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Figure2— IrisServer connection screen.
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Figure 3- iCAM connection screen.
User input is basically the parameters that are required for the execution of the API.

All out parameters of an API cal are displayed back on the Ul with the exception of IrisCode,
which gets generated from calls to CreatelrisCode and GetlrisCodeFromServer APIs. IrisCode
returned by these APIs is stored in a member variable and passed as a parameter during cals to
EnrollUser and VerifylrisCode API.

Every sample application handles OnGetError, OnGetStatus and OnGetCamStatus,
OnGetFacelmage, OnGetlrisimage, OnServerDisconnect events raised by the API. While messages
received in the OnGetStatus and OnGetError are displayed in the read only textbox, picture panel
on the right displays the image received in OnGetlrislmage event.

Messages received in OnGetStatus is displayed in the format:
M essageReceivedFromAPI

Messages received in OnGetError is displayed in the format:
Error: [ErrorCode] Extended: [Extended Error Code] MessageReceivedFromAPI
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The requirement of IrisServer and/or iCAM for calling different APIsavailable are shown below.

No | Api IrisServer Camera
1 AddA ccessRightToUser YES NO
2 Cancel NO YES
3 CaptureRea Timelmages YES YES
4 ConnectToCam YES NO
5 ConnectToServer NO NO
6 CreatelrisCode YES YES
7 DeleteA ccessRightFromUser YES NO
8 DeleteUser YES NO
9 DisconnectCam NO YES
10 DisconnectServer YES NO
11 EnrollUser YES YES
12 GetAccessRight YES NO
13 GetA ccessRightNumber YES NO
14 GetCamAngleFunction NO YES
15 GetExtendedError NO NO
16 GetFacePicture YES NO
17 GetFakeEyeDetection YES YES
18 GetGroup YES NO
19 GetGroupNumber YES NO
20 GetlrisCodeFromServer YES NO
21 GetVolume YES YES
22 GetUserInfo YES NO
24 IdentifyUser YES YES
24 |sCamConnected NO NO
25 | sServerConnected NO NO
26 ModifyUser YES NO
27 SetCamAngle YES YES
28 SetFacePicture YES NO
29 SetFakeEyeDetection YES YES
30 SetVolume YES YES
31 SetVFD YES YES
32 StopReal Timelmages NO YES
33 VerifylrisCode YES YES
34 VerifyUserByPin YES YES
35 VerifyUser YES YES

In case where both IrisServer and iCAM are connected, all buttons excluding “Verify”, “Enroll”
and “Cance Enrollment” get enabled. Enroll process can be initiated by clicking “Create IrisCode’
button which will in turn, disable the buttons which require iCAM. Every step in the Enroll will
enable the button of the next step. Clicking on the “ Cancel Enrollment” during any enroll operation
will exit enroll process and main screen will return to its default state.

To connect IrisServer, pass values associated with the IrisEnroll while configuring the IrisEnroll
instance with the IrisManager, as parameters. Since the current IrisServer supports only one
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IrisEnroll to be connected from a PC, sample application will fail to run if a sample IrisEnrall
application provided with EAC Software V3.00 and above is already connected.

Selecting “Enable” or “Disable” radio buttons in “Fake Eye Detection” can enable or disable fake
eye detection.

To st the volume of the messages rendered by the iCAM, enter volume leve between 0 and 8 and
click “Set” in “Sound Volume’. To get the current volume level of iCAM, click “Get” in “Sound
Volume”.

Vfd message can be set clicking “Set” in “VFD Message’.

The steps to perform enrollment are:

1. Select Right/ Left/Both eye in CreatelrisCode group box, and click on CreatelrisCode
button.

2. Verify the IrisCode generated using “ Verify IrisCode” buttonin “Verify IrisCode” group.

3. In*“Enroll User” group , enter the User Id and other mandatory fields of a new user and
click on “Enroll User” button. It should be noted that a user is enrolled with “All” Remote
and Time group access rights. Hence the user can pass through all the remote groups.

4. At any point the user can cancel enrollment process, by clicking on the “Cancel
Enrollment” button.

To verify a user usng his User 1d, select “Verify by Id” option “Verify User” in group box and
then enter the User 1d of the user to be verified. Click on the “Verify User” button.

To verify a user using PIN ,sdect “Verify by PIN” in “Verify User” group and then click the
“Verify User”, now enter the PIN on the iCAM keypad..

To ldentify a user, select the eye in “Identify User” and then click on “Identify User” button.

Click on “Get IrisCode From Server” button after entering the User ID and which eye to retrieve
the IrisCode(s) of a user.

Clicking on “Capture” in “Picture’, captures the live images within the range of the iCAM and
displayed on the UI.

“Cancel Api” button cancels the current operation being performed.

Face picture can be set/retreived from the server by entering the User I1d in the text box provided
and on clicking “Set Picture” or “Get Picture” buttons. Face picture can be loaded from disk using
“Browse...” button.

To delete a user from the IrisServer database, enter the User ID of the user and click “Delete
Usar” button.

“UpdateUserinfo...” alows modifying user information of an aready registered user. The
following Ul gets dispalyed. Clicking on “GetUserInfo” button will get the User details for the
specified User ID and displays the User details in the Ul shown below:
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J'l' User

{Manage User Information

Pin

User Id I

First Mare Residence Mumber I
Middle Mame Office Murmber
Lask Mame Home Phone
Eerder " Female 7 Male Maobile Phone
Enrolled Eve Ernail
Card Type  |Mone ;I Mema 1
Zard ID Memao 2
Card Mumber Memao 3
Depattrent Mema 4
Position Memo S

Address
Clear I Get UserInfo Update UserInfo Delete User

Figure 4- Manage User I nfor mation screen.

The Clear button clears the displayed user information from the UL.
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“Assign Rights...” button allows viewing of available RemoteGroups and TimeGroups in the
system. It aso facilitates assgnment of TimeGroup and RemoteGroup to an existing user. The
following Ul gets displayed.

| AccessRights
Manage Access Rights

Mumber of Groups

i+ Remote Group  © Time Group et Group Mumber
Group Daka
Group ID |
Group Mame |

Group Descripkion |

{* Remote Group ™ Time Group |

ek Group I

Mumber Access Rights For User

User ID | i3ek Access Right Mumber I
&dd [ Delete Access Rights
Remaote Group User ID | zet Sccess Rights I
All

IJser Access Rights
Remate Group Timne Group ]

Tirme Group
Al

Figure 5—Manage Access Rights screen
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4.1. C#Clients

A C# client does not require any specia ingtalation of the iData EAC Toolkit 4000 software. The
client should just add a reference to the iDataToolkit4000.dll and include the namespace using
“using iDataT oolkit4000”. Oncethisis done, iData EAC Toolkit 4000 can be used in the code.

2% sample_CSharp - Microsoft ¥isual C# NET [design] - MainForm.cs =] 55
File Edit Miew Project Build Debug ClearCase  Tools  PuorifyPlus  Window  Help

i -m-aBE| P BRER| - -E-B| ) bebug - | p# idatatoolkit4000 | REEREE.

ARl |EE -2 4% %%, ] | : IEIBI_'.....e:.
§|Solution Explorer - Sample_CSharp B || mainForm.cs [Design] MainForm.cs | 4 b X
é;_,' = H E | ._'IJ | I%Sample_CSharp.MainForm j Ig’BytesToBmp(bvte[] bmpBytes,System.Drawin-j
g = @ References e [ using Iystem;

-

+ iDataEAC Toolkit000. dl
=1 System
-+ Syskem.Data

-+ Syskem,Drawing

-+ System, Windows, Forms
- 20 System.KML using System.Data:

using Systewm.lDrawing:

using System.Collections:
using System.ComponentModel;
using System.Windows.Forms:

SYIBWHO0G SIRMSAST [j %

..... . [ AccessRights.cs using System. IO

..... . App.ico using Systewm.Drawing. Iwaging:

----- B AssemblyInfo.cs using 2ystem.Buntime. Interoplervices:;

..... CamLogeon.cs USing iDataElCToolkitc40007

----- B Conskants.cs =

""" MainFarm.cs [ namespace Sample C3harp

----- . 18| ServerLogon.cs ! =

""" E User.cs = Iie S <sunmar v -

fh Y Samemmrrr Aemcrint Lon. far Farmi i

R Solution E.. Q Class Wiew |5l Resource . | 4 | | _>|:I

[ Ready D I ol 1 chi [ ms] 4
Figure 6 — Add reference to C# project.

Event Handling

To trap the events raised by the AP, event handlers should be associated to the object of EacApi
class. Figure 7 shows creation of the respective delegates for each of the events that is required
and assigning the delegates as event handlers to IrisEnroll variable which is an object of EacApi
class.

#% Sample_CSharp - Microsoft Wisual C¥ .NLT [ design] - MainFerm.cs

File  Edit  Wew Project Bukd Debug  CearCase  Took  Window  Helo
B-ia-20@ FRE | o- -0 vy - 28 rRFBRAEH-,
Gl Rfsw fBiE T2 4% %N,
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ol R R ———— =] [mscram) =] | 3
o
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g ( = |
InitiallzeComponent () ; ; ey
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E i Facipl.inGetFacelmage += newv Facclrﬂqetuent]mndln:r(m Eaclpi OnGecFaceImage): 7 G
( m EacApl.OnFerverDlaconnect += nev ServerDissonnectEventHandler (m Eacdp: OnSecverDisconnect) )
> .. m Eacapi.OnGetirislmage +-nev IrislmageEventHandler (i Eanckpi OmGet IrisImage) ) . il
1'I'nn-_..E_zlul:|'J.;|1n'i..lf}ﬁ'.\ul!‘-‘u.-tE'l::l.'vau:l.' +=new Errorfllandler rm_En:l.p':_CmGetErrclrfl; s __.-"'-'
m_z&t‘fjﬁrﬂh@‘."!._?}&!us +=nEw S‘Latusmandj.e:tm_Ear:J.p;_DnGeuﬂt.a:.usjH P
— [ - = i
cholnichEyeferlriaCodeF rowServer , Se lectedindex = 0: P
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Kl | E Y E
[ | B cmitguit S
Aeady ' nza7 [=EE Ch73 | ms

Figure 7 —Event handling in C# application.
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A VB client is implemented like any other COM Client. Add the reference to the registered
iDataEA CToolkit4000.dll in the VB client application by selecting the References menu item
under the Project menu of the VB IDE can do this. In the references window that opens, select
iDataEA CToolkit4000 and click on OK. Figure 8 shows the selection of iDataEACToolkit4000in

the references dialog box.

References - Sample_¥B.xvbp

Available References: (4

[w] Visual Basic For Applications il Cancel
YWisual Basic runtime objects and procedures

[w] Visual Basic objects and procedures
W] OLE &utarnation Browse...
Microsoft Ackives Data Objects 2,5 Library

kD sk aE ACT oolkit4000 ﬂ
| 1AS Helper COM Component 1.0 Type Library

[] 145 RADIUS Protocal 1.0 Type Library Priority
[]Acrobat Access 2.0 Type Library

[] Acrobat Access 5.0 Type Library ﬂ

[] AcrolEHelper 1.0 Type Library
[]actions 1.0 Type Library

L] Active DS 115 Extension DI
|_iru:tive D5 115 Marmesoace F‘ru:uitiu:ler _ILI
4 3

—iDakaEACToolkit4000

[l

Help

Location:  DdAWORKIMNGYiDataToolkit_integrationibindDebuglidatasact ool
Language; Standard

Figure 8 — Add referenceto VB project

Event Handling

In order to handle events raised by the API, event handlers should be defined and associated with
an object of EacApi. “WithEvents’ keyword of VB is used for early binding to the component (in

this case iDataEA CToolkit4000.EacApi) in order to receive events.
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%, Sample_¥B - Microsoft Visual Basic [design] - [MainForm (Code)] _iofx]
[ Eile Edit Wiew Project Format Debug Run Query Disgram Tools Add-Ins Window Quantify PureCowerage Help Pl
[B-6-Fled[smaMo |,  « SFSTRE ;
R otmaE=Eos2 4% %A (N0 R

ﬁlﬂl I(General} j I(Declarations} j

<] Dirm WithEvents objilataToolKit As iDataFEACToolkit4000.Eachpi E@ Farms
Dim = Edng
Dim m irisCodeR As Variant, m irisCodel As Variant
Dim m Caprureduccess As Boolean, w TiwmeOut As Boolean

Option Explicit

¥V & Dim m CaptureResult As Integer, m iIlluwwmRight As Integer, m iRig
Dim m iIllumleft As Integer, m iLeftEyeStatus As Integer P e B3 us
EE EE Dirn rn:bgraIrnageRR, m_byaImageRLT m bhyaImagelR, m bhyalmagell "ElMDdLﬂE
. B Dim m_iQualityRR, m_iQualityRL, m iOualityLR, m iQualityLL (- [ Class b
= Dir b As New clsMyBitman

Dim bw2 ks New clsMyBitmap

Dim m iCreatelWhichEye As Integer
Dim iRGNunber iz Integer

Dim 1iTGNumber iz Integer

Dim arrBGNumber ()] As String

Dim arrTGNurmber () ks String

Dim arrRGName () As 3tring

== 4 | _’ILI 4 | i
Figure 9 — Event handling in VB application.

Figure 10 shows the creation of an object of EacApi using “WithEvents’ keyword to indicate that
the client will receive and handle events. To associate handlers with their respective events, event
handler naming convention is the same as any other event handlers in VB is followed —
objectName_EventName. Figure 11 shows the event handler for the OnGetlrisimage event raised
by the APl where objiDataToolkit4000 is varigble name for the EacApi object created (refer
Figure 7) and OnGetlrisimage is the event raised by the API. The data types of method
parameters should match the parameters raised by the event.

13
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‘#, Sample_¥B - Microsoft Visual Basic [design] - [MainForm (Code}] ;Lglil
[+ Eile Edit Yiew Project Format Debug Run Query Diagram Tools Add-Ins Window Quankify PureCoverage Help ;lilﬂ
[B-a-T|eB taad >« ) | « | HTRBTRR =
[Bri%ael=coz2 6% %% [M2ELHE )

I [objiDataToolkit =] [onGetirisimage =]
General | ”E

Dim i As Long

If ERF 3UCCEZS = iStatus Then
m Caprureiuccess = True

MV & m CaptureResult = iStatus

ivate Sub objiDataToolKit [SIAEESEaisImage [By‘!am @ Sample_
Dimm 7009 b= Ryre =453 Forms

m iIllumBight = iWhichIllumForRight Image e Co=Bous
EE =B rn:iRightEgreStatus = iRightImageStatus --[:I Madule
— m_byalmageRR = rightImagel B[] Class b
=l m hyalmageRL = right Imagez
= m_illlumleft = iWhichIllunForLeftImage
m ileftEve3tatus = ileftImage3tatus
m byalmagelR = leftImagel
m byalmagellL = leftImagez
m iQualityRR = iQualityRR
m iguslityRL = iQualicyRR
If iEye = I3 _IRIS_ERIGHT Then 'if right eye
=4 | _'l_I ET g

Figure 10 — Event handler for OnGetlrislmage

The signatures of event handler implemented in the VB are as:
OnGetStatus - ByVa strMsg As String
OnGetError - ByVa iErrorCode As Long, ByVd strDescription As String
OnGetlmage - ByVd Image As Variant
OnGetFacelmage— ByVa Image as Variant

4.3. Visual C++ Clients

A VC++ dient is implemented like any VC++ COM Client. Import the supplied
iDataEA CToolkit4000.tib file into the client application using the #import statement. |EacApi

interface pointer once instantiated using CoCreatelnstance, can be used make calls to the iDaa
EACToolkit4000. Figure 11 #import statement used to import iDataToolkit4000.tlb present
within the debug directory of the workspace.

14
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% iDataToolkit - Microsoft Yisual C++ [design] - StdAfx.h [Read Only] 1ol =|
File Edit Wiew Project Build Debug ClearCase Tools  PurifyPlus  Window  Help
‘H-am-=2EHE fBR| oo 8-E | ) Deby - | g idatatooki - A E SR
EHRbae | EE T2 4%%%.
3% | stdafch | iCamEvents.h | Readve txt | iDataToolkit,cpp | 4+ = |IT
= fic]
Al =] [
o
= #include <afxcmn.h> /¢ WFC support for Windows Common Controls j §
] #endif // _AFX NG _AFXCMN SUPPORT 2
#include <afxdhtml.h> 7&
5
: fiwport "iDataEACToolkit4000.tlb™ no_namespace named guids ﬁ

FE0d AFY INZERT LOCATICN:
## Microsoft Visual C4++ will insert additional declarations immediately khefore the previous lim

#endif // !defined |AFX STDAFX H CBESAE3F SF8C_4BSF_SFBE3 AOS3CE4F1801  INCLUDED )

- -
% d:
Ready LnG col1 chi [ ms] 4

Figure 11- Add reference in VC++ application.

To trap events raised by iData EAC Toolkit 4000, the client application should create a class that
implements | EacApiEvents (an outgoing interface in the iData Toolkit) interface methods along
with the IUnknown interface methods. |EacApiEvents interface methods that need to be
implemented are;

HRESULT STDMETHODCALLTY PE OnGetError (long, long, BSTR);

HRESULT STDMETHODCALLTY PE OnGetStatus (BSTR);

HRESULT STDMETHODCALLTY PE OnGetCamStatus (long, long, long, VARIANT);

HRESULT STDMETHODCALLTY PE OnGetFacelmage (long, VARIANT, long);

HRESULT STDMETHODCALLTY PE OnServerDisconnect ();

HRESULT STDMETHODCALLTY PE OnGetlrisimage (long, long, long, long, long,
VARIANT,long,VARIANT,long, long, long, VARIANT , long, VARIANT ,long);

Figure 12 shows a sink called CiCamEvents implementing the | EacApiEvents interface.

15
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30 iDataToolkit - Microsoft Yisual C++ [design] - iCamEvents.h [Read Only]
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I =] 3

File Edit Wiew Project  Build Debug ClearCase Tools  PurifyPlus  Window  Help

@-E.E’;Q ¥ By A L’\-ruv-[?;}, » Debug = | # idatatookit - aﬁﬁﬂ-v

BERbe | €5 22 4H%%%,

23 Sidfxh  iCamEventsh | 1+ x|d

g_" I%CiCamEventDispatcher j I-:—:‘OnGetIrisImage j J&mcn

o

ol wirtual woid OnGetError (const long lErrorCode, const long iExtendedCode, const EBESTR sDesc]=zj §
wvirtual wvoid OnGetStatus(const BSTE sMessage) = 0: %
wirtual wvoid OnGetCamStatus (const long 1Type, const long lWValue, const long 1lDataSize, cons ;
wirtual woid OnGetFaceImage (const long 1Type, const VARIANT vImage, const long lDistance)] = E
wirtual woid OnServerDisconnect() = 0; %
wirtual wvoid OnGetIrisImage | const long i3tatus,

const long iPurpose,

const long iEve,

const long iRightImage3tatus,

const long iWhichIlluwForRight Image,
const WARTIANT rightImagel,

const long iQualityRE,

const VWARTIANT rightInmagesz,

const long iQualityRL,

const long ileftImageltatus,

const long iWhichIlluwForLeftImage,
const VARTANT leftImagel,

const long iQualityLR,

const VARIANT left ImageZ,

const long iQualityLL)=0:

- S <<

o

Ready Ln 36

ol 50 chso I —||ﬁs] 7

Figure 12— ATL Event Sink for VC++ application.

Once the sink is implemented, it has to be associated with the iData Toolkit, for handling any
event raised by the API. Figure 13 illustrates the code snippet for retrieving the connection point
for |EacApiEvents interface and establishing a connection between the connection point and sink
object. In the code,. Sink object here is an object of CiCamEvents class. Client application should
ensure to invoke the clean up methods like Release, Unadvise.
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20 iDataToolkit - Microsoft Yisual C++ [design] - iDataToolkitDlg.cpp

ClearCase  Tools  PurifvPlus  Window  Help

o - 8~ | j Debug

File Edit View Build Debug

F-ta-eHE| L BB -

Project
» | [# idatatoolkt

25" July, 2006
=101 x|

- REIRR R,

B b ar | € ZZ | A%%NA,
2B stdafeh | iCamEvents.h | iDataToolkitDlg.cpp | 4+ x [T
g_' I%CAboutDlg j I-:-;.CAhoutDIg j En
i P
2 -/ HNote that LoadIcon does not reguire a subsequent Destroylcon in Win3z o =
m hlIcon = AfxGetdpp()->*LoadIconiIDR MATMNFRAME) ! %
[ B h -
2
H  try 3
{ 7

m pIlEachipiPtr = IEaclpiPtr|_ uuidofi(Eachpi));
bferverConnected = biCamConnected = false;

i

(=] catch( com error &e)

i
MessageBox(e.ErrorMessage () )

i

/iRegister for iCamEvents.
m peiCamEvents = new CiCamEvents(this):
(=] if (m pociCamEvents)

i

S e

]

m_pciCamEvents—>DispEventJldvise (static_cast,<IUnknown*> (m_pIEacnpiPtr] JpD

o

Ready Lni Col 1

chi I[_ms]

Figure 13 — Setting up event handlers.
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