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IrisAccess® iA1000 Series Biometric Terminal &
IrisAccess® Management Software (iAMS)  


Section 28 00 00 – Electronic Safety and Security
Section 28 13 00 – Access Control
Section 28 13 13 – Access Control Global Applications
Section 28 13 16 – Access Control Systems and Database Management
Section 28 13 19 – Access Control Systems Infrastructure
Section 28 13 26 – Access Control Remote Devices
Section 28 13 33 – Access Control Interfaces
Section 28 13 43 – Access Control Identification Management Systems
Section 28 15 11.15 – Biometric Identity Devices

Note to Access Control System Specifiers - This A&E specification is written according to Construction Specifications Institute (CSI) 3-Part Format, based on MasterFormat™ (2026 Edition) and The Project Resource Manual – CSI Manual of Practice. CSI MasterFormat 2026 incorporates numerous significant changes affecting electronic safety and security. This document is written to provide flexibility in using either format, although adoption of MasterFormat 2026 is encouraged. All trademarks are properties of their respective owners.

PART 1 – GENERAL
1.1 SUMMARY
A. System Description
1. Provide Iris ID IrisAccess® iA1000 biometric authentication terminals and IrisAccess® Management System (iAMS) software for centralized identity management, biometric enrollment, authentication, monitoring, and administration.
2. System shall support iris recognition, facial recognition, card credentials, PIN credentials, and multi-factor authentication combinations.
3. System shall be suitable for physical access control applications in commercial, industrial, government, critical infrastructure, transportation, healthcare, education, and correctional facilities.
4. System shall operate as either:
a. Standalone biometric access control device.
b. Network-connected system managed by IrisAccess® Management System (iAMS).
5. System shall support integration with third-party Physical Access Control Systems (PACS).

1.2 REFERENCES
A. Abbreviations
· ACS – Access Control System
· API – Application Programming Interface
· GUI – Graphical User Interface
· HTTP – Hypertext Transfer Protocol
· HTTPS – Hypertext Transfer Protocol Secure
· IP – Internet Protocol
· LAN – Local Area Network
· OSDP – Open Supervised Device Protocol
· PACS – Physical Access Control System
· PAD – Presentation Attack Detection
· PIN – Personal Identification Number
· PKI – Public Key Infrastructure
· PoE – Power over Ethernet
· REST – Representational State Transfer
· TCP/IP – Transmission Control Protocol / Internet Protocol
· TLS – Transport Layer Security
· WAN – Wide Area Network
· Wiegand – Access Control Credential Interface

1.3 CERTIFICATION, STANDARDS, AND RATINGS
A. Reference Standards
	1. Networking
		a. IEEE – 802.3 Ethernet Standards

1.4 SUBMITTALS
A. Product Data
Provide:
1. Manufacturer's product data sheets.
2. Installation manuals.
3. User manuals.
4. Wiring diagrams.
5. Network requirements.
6. Software requirements.
7. Warranty documentation.
B. Shop Drawings
Provide:
1. Device mounting details.
2. Power requirements.
3. Network architecture.
4. PACS integration diagrams.
5. OSDP and Wiegand interface diagrams.

1.5 QUALIFICATIONS
A. Manufacturer
1. Manufacturer shall have a minimum of fifteen (15) years experience in biometric identification technology.
2. Manufacturer shall specialize in iris recognition and biometric identity solutions.
B. Installer
1. Installer shall be experienced in access control system installation.
2. Installer shall be trained on Iris ID equipment and software.

1.6 DELIVERY, STORAGE, AND HANDLING
A. Delivery
        1. Deliver equipment in original manufacturer packaging.
B. Storage
1. Store in a clean, dry environment in accordance with manufacturer's recommendations.
C. Handling
1. Protect equipment from ESD, impact damage, moisture, and excessive temperature exposure.

1.7 WARRANTY
A. Warranty Period
1. Manufacturer shall provide a minimum one (1) year warranty against defects in materials and workmanship.
2. Warranty shall include repair or replacement of defective equipment.

1.8 CERTIFICATION
B. Certification Types
1. FCC
2. CE
3. KC
4. UKCA
5. UL294
6. ISTA
7. Eye Safety

1.9 TECHNICAL SUPPORT
1. Technical support shall be provided by Iris ID Systems.
2. Support shall be available via telephone, email, and web-based support services.
3. Updated software and documentation shall be available through manufacturer support channels.

PART 2 – PRODUCTS
2.1 ACCEPTABLE MANUFACTURER
A. Manufacturer
1. Iris ID Systems, Inc.
8 Clarke Drive, Suite 1
Cranbury, NJ 08512 U.S.A.
Tel: 1-609-819-4747
Fax: 1-609-819-4736
Web Site: www.irisid.com
B. Product
1. Biometric Identification/Verification device with output to Physical Access Control System (PACS).
2. Models:
a. IrisAccess® iA1000 Series Device
3. IrisAccess® Management System (iAMS)
No substitutions without prior approval.

2.2 IRISACCESS® iA1000 SERIES DEVICE
A. Product Description
1. The Iris ID IrisAccess® iA1000 biometric authentication terminals. allows for centralized identity management, biometric enrollment, authentication, monitoring, and administration.
2. All equipment and materials used shall be standard components, regularly manufactured, regularly utilized in the manufacturer’s system.
3. All systems and components shall have been thoroughly tested and proven in actual use.
4. All systems and components shall be provided with the availability of technical support phone number from the manufacturer. The phone number shall allow for immediate technical assistance for either the dealer or installer at no charge.
5. Technical support phone number from the manufacturer shall allow for technical assistance to the end users with a manufacture’s support contract.
6. All systems and components shall be provided with an explicit manufacturer warranty.
B. System Description
1. Access control devices shall meet the requirements of business, government and general security surveillance applications.
2. Access control device shall function as part of an automate access control system using credentials, credential readers, electric door locks and other devices.
3. Access control device shall meet acceptable read range of specified card and tag credentials.
4. The administrative user shall determine who is allowed to enter or exit, where they are allowed to exit or enter, and when they are allowed to enter or exit.
5. When access is granted, the door shall be unlocked for a predetermined time and transaction shall be recorded.
6. When access is denied, the door shall remain locked and the attempted access shall be recorded.
7. Single-door access control device shall be powered by an external power source.
8. Access control device shall be compliant with the Wiegand or OSDP communication protocol.
B. General
The biometric terminal shall provide:
1. Iris recognition authentication.
2. Facial recognition authentication.
3. Multi-factor authentication.
4. Local user enrollment.
5. Local device administration.
6. Network management capability.
7. Integration with enterprise access control systems.
8. REST API integration capabilities.

C. Authentication Methods
System shall support:
1. Iris Only
2. Face Only
3. Card Only
4. PIN Only
5. Iris OR Face
6. Iris AND Face
7. Iris Fusion Face
8. Iris AND Card
9. Iris AND PIN
10. Face AND Card
11. Face AND PIN
12. Iris/Face/Card combinations
13. Iris/Face/PIN combinations
14. Three-factor authentication modes
15. Smart Card Verification Modes

D. Biometric Features
1. Automatic iris acquisition.
2. Automatic facial acquisition.
3. Auto-focus cameras.
4. Automatic camera tilt.
5. Face detection and tracking.
6. Iris recognition.
7. Facial recognition.
8. Presentation Attack Detection (PAD).
9. Contact lens detection.
10. Recognition time less than one second.
11. Secure encrypted biometric templates.

E. User Interface
1. 7-inch touchscreen LCD display.
2. Secondary circular display.
3. Visual positioning guidance.
4. Voice guidance.
5. Multi-language operation.
6. On-device enrollment.
7. On-device administration.

F. Card Technology Support
Supported configurations shall include:
1. 125 kHz proximity credentials.
2. 13.56 MHz smart card credentials.
a. HID iCLASS®.
b. HID SEOS®.
c. MIFARE®.
d. DESFire®.
3. External Wiegand readers.
4. Internal credential reader option.

G. Communications
Device shall support:
1. Ethernet TCP/IP.
2. Wi-Fi (where applicable).
3. HTTPS communications.
4. REST API communications.
5. OSDP communications.
6. Wiegand communications.
7. PKI-based authentication.
8. Encrypted communications.

H. Inputs and Outputs
Device shall provide:
1. Relay outputs for door control.
2. General Purpose Inputs (GPI).
3. Request-to-Exit functionality.
4. Door status monitoring.
5. Fire alarm integration.
6. Access granted and denied signaling.
7. OSDP interface.
8. Wiegand input and output capability.

I. Security Features
Device shall provide:
1. PKI support.
2. Encryption domain protection.
3. Site Key encryption.
4. API Key authentication.
5. Biometric template encryption.
6. Audit image capture.
7. Tamper detection.

J. Electrical Specification
1. Power Input: 24VDC ±10%
2. Power Supply Not Supplied
3. Minimum Power Supply Wattage (per device): 24 Watts 
4. Current Consumption:
a. Operational: ~740mA
b. Idle: ~390mA
c. Max In-rush ~900mA peak
5. Power Over Ethernet
a. POE+ or POE++
6. Battery backup recommended.

K. Environmental Specification
1. Operating Temperatures 0°C to 45°C (32°F to 113°F)

L. Mechanical Specification
1. Dimension 188mm x 199mm x 34mm (7.4”W x 7.8”H x 1.3”D)
2. Weight 810g (1.8lbs)

M. Network Requirements
1. CAT5e minimum.
2. Ethernet switch rated 100 Mbps minimum.
3. Wi-Fi is supported by applicable models.

N. Available Models
All models include Touchscreen LCD, Wiegand Input & Output, OSDP, and GPI.
1. iA1000-WPN
a. Includes Integrated Wi-Fi and POE adapter
2. iA1000-WPH
a. Includes Integrated Wi-Fi & POE adapter, and Integrated smart / proximity card reader (13.65Mhz and 125KHz).
3. iA1000-XPN
a. Includes Integrated POE adapter
4. iA1000-XPH
a. Includes Integrated POE adapter, and Integrated smart / proximity card reader (13.65Mhz and 125KHz).

2.3 IRISACCESS® MANAGEMENT SYSTEM (IAMS)
A. General
Provide centralized management software for:
1. User enrollment.
2. User management.
3. Device management.
4. Transaction monitoring.
5. Audit logging.
6. Reporting.
7. Role-based administration.
8. Enterprise-scale biometric management.

B. Device Management Functions
1. Device discovery.
2. Device authentication.
3. Device activation.
4. Configuration deployment.
5. Firmware updates.
6. Device monitoring.
7. Device synchronization.
8. Device reboot and maintenance functions.

C. User Management Functions
1. Centralized user database.
2. Biometric enrollment.
3. Card enrollment.
4. PIN enrollment.
5. User import/export.
6. Role assignment.
7. Department assignment.
8. Time schedule assignment.
9. Door access assignment.

D. Monitoring Functions
1. Real-time dashboard.
2. Transaction logs.
3. Audit logs.
4. Alert monitoring.
5. CSV export.
6. Excel export.
7. JSON export.
8. API-based data retrieval.

E. Integration
System shall provide:
1. REST API.
2. Webhooks.
3. HTTPS communications.
4. Third-party software integration.
5. Database replication capabilities.

F. Software Platform
1. Microsoft Windows 11.
2. Microsoft Windows Server 2022 or later.
3. Browser-based management interface.
4. HTTPS access.
5. Port 5001 default communications.

PART 3 – EXECUTION
3.1 EXAMINATION
1. Verify mounting locations.
2. Verify power availability.
3. Verify network infrastructure.
4. Verify environmental suitability.

3.2 INSTALLATION
1. Install equipment in accordance with manufacturer instructions.
2. Mount equipment securely.
3. Connect power and network wiring.
4. Connect PACS interfaces as required.
5. Configure OSDP or Wiegand interfaces.
6. Configure relay outputs and inputs.
7. Configure biometric operating modes.

3.3 SYSTEM CONFIGURATION
1. Configure network parameters.
2. Activate devices.
3. Configure recognition modes.
4. Configure user permissions.
5. Configure card formats.
6. Configure schedules.
7. Configure PACS integration.

3.4 TESTING
Verify:
1. Network communications.
2. User enrollment.
3. Iris authentication.
4. Facial authentication.
5. Card authentication.
6. PIN authentication.
7. Multi-factor authentication.
8. Relay operation.
9. Wiegand operation.
10. OSDP operation.
11. Audit logging.
12. iAMS communications.

3.5 TRAINING
Provide operator training covering:
1. Device operation.
2. User enrollment.
3. User management.
4. Device administration.
5. Backup and recovery procedures.
6. Report generation.
7. System maintenance.

3.6 CLOSEOUT DOCUMENTATION
Provide:
1. As-built drawings.
2. Device inventory.
3. IP address schedule.
4. Administrator credentials documentation.
5. Backup procedures.
6. Warranty information.
7. Manufacturer manuals.
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